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Abstract

The emergence of short-range wireless communications

hold the promise of realizing the grand vision of the next
generation communication networks in which devices fol-
low a always best-connected pattern for anybody, to any-
thing from anywhere at anytime.
communications offers easy access to the global informa-
tion and communications infrastructure, facilitates seam-
less connectivity amongst a host of computing, communi-
cations and sensing devices that collaborate to form a sup-
porting ambient and pervasive computing environment.

Short-range wireless

In this paper, we describe the IS-Home project where a

we propose a novel autonomic communications middleware
platform enabling a wide variety of integrated services to be
installed, including health monitoring services. The motiva-
tion for the project is to take advantage of the opportunities
that open and standardized protocols and technologies can
represent in the future home environment.

1. Introduction

Networked computer systems are prevalent in most as-

pects of modern society, and we have become dependent on
such computer systems to perform many critical tasks, such
as health monitoring. Moreover, making such systems se-
cure and dependable is an important goal. Wireless and ad-
hoc communications technologies enable the elimination of
physical cables between residential home network entities,
such as computers, set-top-boxes (STB), sensors and con-
trol units, and are typically less costly to install than their
wired counterparts due to cabling. These technologies have
opened up a whole range of new applications in the utility
segment, such as automatic meter reading, remote control
of heating, and security and safety systems. However, their
security and dependability implications have to be investi-
gated and rigorously tested before deployment in a commer-
cial setting.

Some independent IP-based service providers, like VoIP
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operators, are in the market today. However, the future
belongs to integrated services that can take advantage of
other independent services, and can interact across tech-
nology boundaries. LyseTele [7] is currently one of the
world leaders in providing integrated IP-services to home
users. For instance, their TV portal contains several inte-
grated services, among them a service to display voice mail
notifications on the TV screen, and to play recorded voice
mails on demand. LyseTele has developed a service deliv-
ery platform to provide their integrated services. However,
a new platform is needed to ease the introduction of new in-
tegrated services and to scale them to a very larger deploy-
ment setting. In addition, the infrastructure should be robust
and dependable for commercial operators. Telsey [14] is
a hardware manufacturer developing network components
tailored for this setting.

With emerging wireless technologies, semantic web ser-
vices and the service-oriented architecture, the main goal
of the IS-Home project is to build a business infrastruc-
ture using an innovative autonomic communications mid-
dleware platform. Enabling easy installation, configuration
and updating of IP-based services in the home environment.
Self-configuring, self-adapting, self-healing (in case of fail-
ures) and self-testing will be the key features of this mid-
dleware platform, in order to provide scalable, dependable,
and trusted services to home users. This system will enrich
the seamless user experience and provide ubiquitous home
services.

As part of its 7th framework program, the EU have
launched a flagship ICT initiative on key challenges [3].
One of the initiatives concerns caring for people in an ag-
ing society, and the use of technology for well-being, inde-
pendent living and health. The IS-Home project is right at
the center of these ideas, as the project is a collaboration
between LyseTele [7], Telsey [14] and SAFER, which is
an education and research center established by Stavanger
University Hospital (SUS), University of Stavanger (UiS)
and Laerdal on acute medical simulation. The project will
develop a health care home service demonstrator using the
middleware platform along with expertise from SAFER,



SUS and Laerdal.

The paper is organized as follows: In Section 2 we
present technologies and research related to the IS-Home
project. Section 3 give the main objectives of the project,
while in Section 4 we present our ideas for implementation
of wireless technology, autonomic communication middle-
ware and how to implement a set of services on top using
these technologies. Section 5 concludes the paper.

2. Technologies and Related Research
2.1. Short-Range Wireless Technologies

Among the Short-Range Wireless (SRW) technologies,
Wireless Sensor Networking (WSN) technology refers to
low power, low data rate wireless nodes attached to sensor
and control devices that interact to route messages within
the sensor network and to a back-end enterprise network.
Specific technologies investigated in this project include
ZigBee and Z-Wave, primarily targeting the market around
automation and control in a residential setting. Until re-
cently, home automation and control systems are considered
as niche technologies enjoyed only by those who can afford
to install expensive custom systems, or those with a hob-
byists interest in technical do it yourself projects. The vast
mainstream market has largely been left untouched. With
the emerging WSN standards, and high data rate technolo-
gies such as WiFi and Bluetooth, and with the drive to es-
tablish interoperability between these technologies, a mar-
ket trend is to target mainstream households.

The ZigBee standard is a set of specifications for Wire-
less Personal Area Networking (WPAN), standardized un-
der the IEEE802.15 working group. The standard builds
on the established IEEE802.15.4 standard for packet-based,
wireless transport and overcomes traditional limitations of
low-power, wireless network solutions such as too short
range, restricted coverage and vulnerability to node and
radio link failures. ZigBee enhances the functionality
of IEEE802.15.4 by providing flexible network topologies
with integrated setup and routing intelligence to facilitate
easy installation and high resilience to failure. ZigBee net-
works also incorporate listen-before-talk and rigorous secu-
rity measures that enable them to co-exist with other wire-
less technologies, such as Bluetooth and WiFi, in the same
operating environment. These features allow ZigBee-based
products to be installed easily and cost effectively, and its
built-in intelligence and flexibility allow networks to be eas-
ily adapted to changing needs by adding, removing or mov-
ing network devices. The ZigBee protocols are designed
to allow devices to appear and disappear from the network,
enabling devices to enter a power-saving mode when not ac-
tive. This means that many devices can be battery powered,
making them self-contained and reducing installation costs.

ZigBee is suitable for monitoring and controlling devices
without direct line-of-sight (range 10-75 meters). Commu-
nication is bidirectional. Applications of ZigBee technol-
ogy include: automatic meter reading, medical data col-
lection, fire alarm, burglar alarm, and home entertainment
units.

Z-Wave is a proprietary technology with much of the
same features as ZigBee. Bluetooth is also a WPAN
standardized under the IEEE 802.15 enabling informa-
tion exchange between personal devices with higher data
rates, higher power consumption and therefore more costly
than ZigBee devices. Wireless USB (WUSB) is a high-
bandwidth, short-range wireless extension of wired USB.
WiFi is a WLAN technology standardized under the
IEEE802.11 working group, targeted towards high data rate
mobile computing devices and consumer electronics, such
as laptops, VoIP phones, gaming devices, or connection
between TVs and DVD players. WiFi devices can con-
nect to the Internet when in proximity of a wireless access
point. WiFi also offers connectivity in peer-to-peer mode,
enabling devices to connect directly with each other. WiFi
offers higher bandwidth than Bluetooth, and therefore re-
quires even more energy, resulting in shorter battery life.

The emerging wireless technologies enable us to build a
network of wireless sensors in a home environment. Sen-
sor networks differ from traditional wired networks in six
aspects: 1) Wireless communication medium, 2) Mobility
of some or all nodes, 3) Self-configuration of the network
nodes, 4) Each node serves both as a host for user util-
ity functions and as a router, 5) Lack of central authority
or a Trusted Third Party (TTP), and 6) Nodes have lim-
ited processing, memory, bandwidth and energy capacity.
Wireless communication is often organized by means of a
mesh network routing protocol. Mesh networks are self-
configuring and self-healing, as nodes discover each other
and determine the optimal channel allocation for communi-
cating with neighboring nodes. Nodes constantly monitor
the network conditions and promptly respond to changes in
the environment, e.g. faults or obstacles, by rerouting traffic
or reconfiguring the channel allocation.

2.2. Autonomic Computing Middleware

Middleware [2, 8] is a software component (or library)
that resides between the operating system and the applica-
tion. Middleware technology is now a widely known and
accepted technology for reducing the complexities involved
in building large systems. Most middleware platforms in-
troduce one or more so called transparencies, whereby the
middleware makes a particular difficulty transparent to the
application developer. For example, the distribution trans-
parency [13] hides from the developer the fact that two
or more interacting objects may reside on distinct network



nodes. Middleware platforms may also support replication
and failure transparency [9].

LyseTele has developed a common middleware platform,
the SDP, for all service delivery across technology bound-
aries based on a service-oriented architecture (SOA) [11].
SOA is a software architecture that enables the creation
of applications built by combining loosely coupled and
interoperable services. Services interoperate by means
of a formally defined contract, which is independent of
the underlying platform and language used. SOA is not
tied to a specific technology and may be implemented us-
ing a wide range of interoperability standards including
WSDL, RPC and CORBA. The SDP is built on web ser-
vices such as SOAP and the Web Services Description Lan-
guage (WSDL), and enables deployment of integrated ser-
vices taking advantage of independent services by interact-
ing across the technology boundary.

Recent research initiatives have focused on the concept
of an autonomic computing [6] system, where components
manage themselves according to an administrator’s goals.
New components can be added, get connected and inte-
grated into the system seamlessly, without any complex
installation and configuration phase. An autonomic com-
puting system, as proposed by Kephart and Chess [6], in-
cludes four aspects of self-management: self-configuration,
self-optimization, self-healing, and self-protection. The
Jgroup/ARM framework [9, 10] is a middleware plat-
form for dependable computing that draws on autonomic
computing concepts to achieve self-configuration and self-
healing properties to server-side applications. Typically,
policy-based management [12, 1] is used to enable an ad-
ministrator (or user) to specify how a system should react
to changes in the environment — without human interven-
tion. These specifications are called policies, and describe
how the system should be managed under various dynam-
ically changing system conditions, such as reconfiguration
of routes in a sensor network. Applying these techniques to
an integrated smart home environment is a research focus in
this project.

3. Project Objectives

The principal objective of the project is to develop a scal-
able, dependable and autonomic middleware framework to
ease the implementation of networked applications and ser-
vices (both wired and wireless) within a residential context.
This includes:

1. Design and prototype a Home Access Gateway
(HAG) [14] enabled with ZigBee [16] support for use
in a home environment;

2. Develop a autonomic middleware platform for inte-
grated IP-based home services using high-bandwidth

fiber/ADSL links to home users;

3. Provide new IP-based utility services for the residen-
tial market;

4. Develop integrated services built on existing indepen-
dent services;

5. Develop a demonstrator for health care services based
on a HAG with sensor capabilities, integrated with an
operators IP-service platform;

In particular, focus will be on the HAG, and how this
entity can be exploited in the utility segment of IP-based
services. An obvious part of this will be to integrate ZigBee
support into an IP-based HAG. The final objective is how
future home services can be provided through the common
middleware platform, resulting in lower operational costs
and enabling provision of new advanced integrated services.

4. Implementation
4.1. Wireless Networking

To enable wireless nodes to communicate with each
other and to forward information from neighboring nodes
back to a service provider in form of IP-traffic. The main
focus will be on the integration of ZigBee or Z-Wave to-
gether with WiFi in a home environment. In this home net-
work, the topology is dynamic and connectivity is expected
to be intermittent as nodes (sensors and WiFi devices) may
be added, removed or moved during operation. Establish-
ment of the network takes into consideration the special
context of the home, where some nodes are in a fixed po-
sition (until failure) while others are mobile. We need to in-
tegrate a common mesh routing protocol in all home nodes.
A network-testing tool is also needed to recommend better
positioning of nodes, in order to achieve optimal and robust
network communications.

Another challenge is to design a platform / operating sys-
tem for sensor and actuator nodes that are scalable, secure
and power-efficient. Either Crossbow motes [4] or Genet-
lab SenseNode [5] can be used as the sensor and actuator
platforms, whereas TinyOS [15] or Genetlab GENOS [5]
are operating systems that can be tailored for the IS-Home
project.

In addition, a consumer needs to trust that the home secu-
rity and safety system is dependable for the functions it of-
fers. When the communications are wireless over open air,
the system platform should prevent intrusion or eavesdrop-
ping from potential hostile parties and from other interfer-
ences from neighboring networks. The system needs a self-
configured distributed Trusted Third Party (TTP) and re-
quires low-cost cryptographic mechanisms to maintain ac-
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cess control and confidentiality of the communication traf-
fic. Furthermore, due to limited capacities, sensors and
other small mobile devices are more prone to DoS attacks,
new protocols that protect against DoS attacks need to be
developed. Also because of their low cost, most sensors
will not be tamper resistant. Key protection and revocation
issues must thus be considered with special attention.

To transform information from network entities into IP
traffic, a protocol suite for link, network and transport layer
communication among sensor and actuator nodes, and other
wireless nodes needs to be developed or selected. Protocol
mapping and integration into the HAG will also be a chal-
lenge. A candidate for communications between WLAN
nodes, STB and HAG is WiFi, whereas ZigBee is consid-
ered for communications among sensor and actuator nodes.

These are some of challenges to be addressed by the
project, summarized below:

1. Integrate ZigBee/ZWave and sensors in residential and
industrial environments, including to build a Home
Access Gateway, integrated with these sensor tech-
nologies, and to transform the sensor information into
IP-traffic sent to service operators;

2. Network testing tool to feedback/recommend better
positioning of the nodes, in order to achieve optimal
and robust network communications;

3. Select and further develop on a platform/operating sys-
tem for sensor and actuator nodes that are scalable, se-
cure and power-efficient;

4. Security and dependability in wireless mesh home sen-
sor network;

5. Evolution/design of sensors to minimize size and
power consumption etc;

6. Power and regulations of the different environments
(alarms, AC, heating etc).

4.2. Autonomic Communications Middle-
ware

The research in this area will explore recent advances
in middleware technologies, with particular emphasis on
autonomic and wireless middleware environments. The
project aims to develop a middleware platform for auto-
nomic communication with emphasize on robustness to fail-
ures and scalability to a large number users and services.
The autonomic communication middleware enables self-
management of various system components. The platform
will be tailored for developing IP-based (integrated) ser-
vices where the data originates from network entities such
as sensors, actuators, computers and STBs in the home

environment. The network entities communicate with the
HAG using either wired or wireless communication chan-
nels. Low-level data (e.g. from sensors) are encapsulated
into IP packets, and routed to the service handler asso-
ciated with the packet in the middleware platform. Inte-
grated services will use ontology to define a common se-
mantic/interpretation of low-level formats, thereby simpli-
fying service development by abstracting away from low-
level data formats.

The home services (discussed in Section 4.3) provided
on top of the middleware platform can be monitored and
controlled through a user interface on the TV screen (the
STB) or other network entities, such as a WiFi enabled
mobile phone or a touch screen panel. While monitoring
and controlling services is an important issue in this con-
cept, we seek to minimize the required human interaction
needed by services through the autonomic communication
middleware. The interface for controlling services will typ-
ically enable home users to specify service specific policies
that will be used to adapt to changes in the environment,
e.g. that a sensor has failed and packets can no longer be
routed through it. Physical installation of sensors and ac-
tuators will necessarily require manual work, but it should
be simple enough so that homeowners can do it themselves.
The physical placement of battery powered network enti-
ties within the home environment should be such that re-
dundant (backup) paths can be established to provide fault
tolerance. Furthermore, some services may require alterna-
tive outbound backup paths to the service provider, in case
of network failures. This could be handled through a GPRS
solution.

The project will develop a middleware platform for au-
tonomic communication in the home environment with em-
phasis on the following objectives:

1. Develop a scalable and robust middleware architecture
for autonomic communication; it should support mul-
tiple services and be scalable to at least 100.000 or
more customers.

2. Support development of ontology based integrated ser-
vices.

3. Self-configuring: Installation and configuration of a
service should be automatic.

4. Self-adapting: Runtime changes (e.g. dynamic updat-
ing of services) should not need human interaction.

5. Self-healing: Reconfiguration due to failure of net-
work entities; exploit backup path(s).

6. Self-testing: Test the installation/configuration to ver-
ify the desired level of redundancy. Give warning
when too low redundancy.



4.3. Implementation of Services

We may categorize the service areas into three broad
domains as smart home, smart office and nomadic office.
Smart home and office domains are quite similar to each
other and some possible services in these domains are enu-
merated as follows:

1. Security: Access control, intrusion detection, burglar
and sabotage alarms;

2. Safety: Fire, flood and earthquake alarms;
3. Remote reading systems (e.g. power consumption)

4. Monitoring people with special needs (e.g. elderly and
patient), or infant, or pet

5. Management for lightning, temperature, power, home
appliances, office equipment and other services

Applications for each service: Almost every service
listed above mandates the development of an application
for the specific service. Although some generic hardware
and middleware can ease the workload, many components,
especially sensor and actuator nodes may still need to be
tailored according to the requirements of the service.

Service manager: This is an important component that
manages failure handling/notification and the security sys-
tem for authentication and encryption, service management
system for access control and service profile management,
and integration with the accounting and billing system.

The project plans to implement at least two integrated
home services using the middleware platform discussed
above. The following services are a set of possibilities:

1. Remote data reading: Sensors automatically send data
to Lyse’s servers regularly, or when there is a change
in status. For instance, an automatic reading on power
consumption may enable price differentiation between
peak and off-peak hours.

2. Alarm: Fire and burglar alarm can use the platform to
notify the fire department or a security company.

3. Medical Data Collection: Patients can stay at home
with health sensor devices connected, e.g. EKG and
pulse measurements. These data are sent to the medi-
cal examiner regularly, whom checks the results.

4. Photo/Video Storage: Customers can store private
photos/videos using the middleware, and enable oth-
ers (family and friends) to access these photos/videos.
The user interface could either be through the STB (on
TV screen), or a computer.

5. Integrated Home Automation through a Mobile Ter-
minal: Mobile phones can be used to control various
home appliances, e.g. switching off the burglar alarm.

5. Conclusions

In this paper, we have presented ideas for implementing
a wide range of home-based utility services, including ser-
vices for monitoring the health of patients in the home. Cur-
rently, LyseTele have a large customer base to which they
provide triple-play services: IP-based cable TV, Internet ac-
cess, and telephone. These are mainly focused on enter-
tainment services. With the IS-home project, LyseTele [7]
along with Telsey [14], SAFER and the University of Sta-
vanger seeks to expand the range of services provide to its
customers to include utility services, such as medical data
collection, remote meter reading and alarm functionality.
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