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Abstract

We presenthedesignandimplementatiorof a repli-
cationmanaementramevork for partition-aware ap-
plications basedon Jgroup. Jgroup offers an exten-
sion to Java RMI basedon the group communication
paradigm,enablingdevelopmenbf dependableppli-
cationsin partitionabledistributedsystems.

The replication manayementframeavork simplifies
the developmenbf fault tolerant applicationsby pro-
viding exchangeablereplica distribution schemesand
application specificrecovery strategies. The frame-
work is extensibleto several replicationand recovery
strategies. The only user interaction required is the
creation and remaal of objectgroups,i.e., enabling
autonomouseplicationmanagement

1 Intr oduction

Middlewareframeavorks like CORBA [8] and Java
RemoteMethod Invocation (RMI) [10] have signifi-
cantly simplified the developmentof distributedappli-
cations.Althoughtheexisting middlevareframenorks
provide communicatiortranspareny, they lack multi-
castprimitivesanda replicationframework, which en-
ablesinvocationof the samemethodon multiple sener
objects(replicas). Objectreplicationis requiredfor
providing fault tolerantandhighly availableservices.

A commonapproacho provide objectand process
replication is the conceptof a view-oriented Group
CommunicationSystem(GCS) [12]. This approach
is usedby most fault toleranceframeworks, includ-
ing Horus[11], Totem[5], OGS|[2], JavaGroups[1]
andJgroup[4]. A GCSwill typically provide a reli-
able communicationserviceand a group membership
service. Unfortunately most GCSslack the ability to
autonomouslydistribute replicason a setof hostsand
to recover from replicafailures. For instance keeping

a specifiedredundanyg level requiresmanualinterven-
tion, whichis undesirablén mostcasesAvoiding such
manualinterventionrequirescomplex recovery proto-
cols,andimplementingsuchprotocolss anerrorprone
taskwhich shouldnot be left to the applicationdevel-
oper

This paperaddresseshis challengeas it presents
the designand a partial implementationof a replica-
tion managemerframework built ontop of Jgroup(4].
Thereplicationmanagepresentedhereprovidesasim-
ple interfacefor amanagemerdapplicationfor creating
objectgroupsin a distributed system. After creation
the objectgroup becomesan entity requiring no user
interaction,unlessmanualremoval of the groupis de-
sired. Thatis, the replicationmanagemwill dealwith
bothreplicadistribution accordingto an exchangeable
distribution schemeaswell asreplicarecovery, based
onagroupspecificrecovery policy. Forinstancesome
object groupshave less demandingdependabilityre-
guirementsand may toleratea wealer recovery policy
than other groups. The propertiesof our replication
managemenframenork describedabore, enablesau-
tonomougeplicationmanagement.

TheEternal[6] andDOORSJ[7] implementation®f
the Fault Tolerant CORBA specification9] provide a
similar recovery facility, however, they do not allow
applicationspecificrecovery policies nor do they au-
tonomouslydistributereplicas.

Jgroupis a GCSfor partitionableenvironmentsthat
integratesthe object group paradigmand distributed
objectsbasedon Java RMI, allowing clientsto inter-
actwith objectgroupsby invoking methodson them.
Jgroup provides a Partitionable Group Membeship
Service(PGMS) a StateMerging Service(SMS)and
asmentionedabove a Group Methodinvocation(GMI)
service. The latter comesin two flavors, internaland
external. The Internal GMI (IGMI) service allows
group membersto communicateby multicastingand
the ExternalGMI (EGMI) allows clientsto communi-



catewith agroupasasingleentity. See[4] for details.

Therestof this paperis structuredasfollows. Sec-
tion 2 givesanarchitecturabverview of thereplication
managemerframenork, while Section3 describeghe
corecomponent®f thereplicationmanagerSectiond
concludeghe paperandoutlinessomeissuedor future
work.

2 Architectural Overview

Figure 1 shows the core componentf our repli-
cationmanagemenframenork and how they relateto
the variouspartsof Jgroup[4]. Our contritutionsare
shavn asnon-shadegbarts,while the shadecpartsare
Jgroupcomponent$4]. A brief overview is givenbe-
low. Figurel alsoillustratesthe creationof an appli-
cationreplicaon hostalpha Thereplicationmanager
(RM) achieves this by invoking the creat eRepli ca
methodon the executiondaemon(ED) runningon al-
pha whichwill createanew instanceof thereplica.

alpha beta gamm

TT createReplica

Figure 1. ReplicationManagement-rameavork
Thecorecomponentsre:

e An Execution Daemon (ED) must be running
on all hostsin the systemthat shouldbe ableto
hostapplicationreplicas. The executiondaemon
is basedn JavzaRMI andit is usedby thereplica-
tion manageto createreplicason remotehosts.

¢ Replication Manager (RM) is the main compo-
nentof our systemand its tasksinclude, replica
distribution, failure recovery andinteractionwith
clientmanagemerapplicationghroughtherepli-
cationmanageinterface.

e DependableRegistry (DR) [3, 4] is areplicated
registry serviceincludedin Jgroup. It enablesa
dynamicset of replicatedremoteobjectsto reg-
ister themseles underthe samename, forming
an objectgroup, which can later be retrieved by
clients. This enableglientsto communicatevith
thewholegroupasa singleentity.

e A Group Manager (GM) [4] provides group
communicatiorfacilitiesto sener objects.Group
managersreorganizedin layers,andeachlayer
providessomefunctionality relatingto the group.
For instancea membershipayeris includedwith
Jgroup,providing aninterfaceto the membership
serviceimplementedn the Jgroupdaemon.The
groupmanagersilsodealswith dispatchingexter-
nal andinternal group methodinvocations.Each
groupmanageis associatedvith only onesener
object.

e The Jgroup daemon(Jdaemon)[4] implements
basicgroupcommunicatiorfacilities suchasfail-
ure detection,group membershipand multicast.
Jdaemonsare also organizedas layers and they
communicateto exchangemessagesnd reacha-
bility information.

¢ Replication Layer (RL) is a GM layer, however
in Figure 1 it is shavn separately The replica-
tion layer supportsapplicationreplicasby hiding
group connectiondetails and recovery informa-
tion.

e Application Replica (R) providesthe actualser
vice functionalityandmustbeimplementedising
thereplicationlayer. An applicationreplicamay
alsowantto make useof the statememging GM
layer, includedwith Jgroupfor thepurposeof state
transfer/meging.

2.1 Replication of Critical Services

As shown in Figure 1, the replication manageris
replicatedfor fault toleranceandthusthe RM replicas
mustkeeptheirinternalstateconsistenthroughtheuse
of astatemeging protocol.In addition,thedependable
registry [3] is replicated.Thedependableegistryis re-
quired by the replicationlayer in orderto lookup the
replicationmanager Thus,the DR replicasshouldbe
collocatedwith the RM replicas. This will avoid the
occurrenceof partitionsthatseparatethe RM andDR
replicas preventingthe systemto make progress.

2.2 Distrib uted SystemConfiguration

Duringinitializationthereplicationmanagereadsa
configurationfile that specifiesall hoststhat are able
to executereplicas. The configurationfile is XML
based,and we specify domainand host namessepa-
rately SeeFigure?2 for a simple exampleof the net-
work shavn in Figure5 on page5.



In addition,the multicastaddressusedwithin each
domainmay be specified,enablingJgroupto take ad-
vantageof the underlyingmulticastcommunicatiorfa-
cilities provided within eachdomain. If no multicast
addresss specified,the default is to senda point-to-
point messag¢o all recipients.

<Di stri but edSyst em versi on="1. 0">
<Domai n nane="item nt nu. no">
<Mcast >239. 0. 0. 2</ Mcast >
<Host >al pha</ Host >
<Host >bet a</ Host >
<Host >ganma</ Host >
</ Domai n>
<Donmi n nanme="idi . nt nu. no">
<Host >del t a</ Host >
<Host >t het a</ Host >
</ Domai n>
</ Di stri but edSyst en>

Figure 2. ExampleXML configumationfile

2.3 Execution Daemon

To facilitate the implementationof our replication
managerwe deploy a simpleandsmallexecutiondae-
mon on all hostsspecifiedin the configurationfile.
The executiondaemormake useof the Java RMI reg-
istry [10] facility, allowing the replicationmanageito
obtainareferencdo eachof the executiondaemonsn
the system. Having this setof referencesthe replica-
tion managecaninvoke methoddo createandremove
replicason the hostsrunningthe executiondaemon.

Notethattheexecutiondaemornis neitherdependent
onary partof Jgroup.e.g., thedependableegistry[3],
nor thereplicationmanagerlt canthusbeusedto cre-
ateinstancef DR andRM replicasduring the boot-
strapphase.

In the currentimplementation the executiondae-
mon will createreplicasin separatelava Virtual Ma-
chines(JVMs). This hasthe advantagehatif areplica
causeghe JVM to crash,the executiondaemonwill
still be availableandthusbe ableto createnew repli-
cas.

An alternatve approachs to startseveralreplicasin
the sameJVM, but this hasthe dravbackthata single
faulty replicawill bringdown all replicasin thatJVM.
Thescalabilityof this approachs of coursemoreflex-
ible thantheformer.

2.4 Replication Layer

Figure 3 shavs the default layer compositionand
the interfacessupportedby the ReplicationLayer A

replicaonly hasto invoke thei ni t Repl i ca methodon
thereplicationlayerin orderto becomeamemberof its
group. To computethe correctgroupidentifier for the
replica,thereplicaclassnameandcommandine argu-
mentsmustbepassedo thei ni t Repl i ca method.The
replicationlayer dealswith invoking thej oi n method
on the PGMS, assigningthe correctgroup identifier,
and binding this replicainstancewith the dependable
registry through the EGMI layer The PGMS and
EGMI layersare partsof the Group Managershavn
in Figurel.

[ Replica ]

A initReplica releaseReplica
|
|
|

| [ Replication Layer }

join leave bind
viewChange * x viewChange
PGMS EGMI

Figure 3. ReplicationLayer

The replicationlayer recevesvi ewChanges on be-
half of thereplica,andwill forwardtheseto therepli-
cationmanagerwhowill determingheneedfor recov-
ery basedon thevi enchanges it receves. Thisis also
shovnin Figure7 on page6.

Thereplicacanalsocommunicatedirectly with the
PGMSandEGMI layers.For instancethereplicamay
want to subscribefor vi enchanges as showvn by the
dashedarrow in Figure 3. Also a replicawill likely
want to usethe StateMerging Serviceprovided with
Jgroup[4].

3 The Replication Manager

Thecorecomponent®f thereplicationmanagein-
cludes:

e Distribution Scheme
e Correlator

e Recwery Service

These comprisethe replication managerand are
accessedhrough the replication managerinterface.
Thesecomponentarediscussedn the following sub-
sections.



3.1 Replication Managementinterface

The replication managerimplementsa simple ex-
ternalinterface,as shovn in Figure4(a). This inter-
faceenablesamanagementlientto createandremove
groupsfrom the system. The creat eG oup method
is invoked using the anycastsemanticof the Jgroup
EGMI service. Thatis, only a singleRM replicawill
actuallyperformthecr eat eRepl i ca methodonthese-
lected execution daemons,as illustrated in Figure 1
on page2. However, the internal tablesof all the
RM replicaswill be updatedthroughan internalmul-
ticast methodspecifiedin theinternalinterfacein Fig-
ure4(b).

interface ReplicationManager
ext ends External GM Li st ener
{

int createG oup(ReplicaData rd)
voi d renoveG oup(int gid)

(a) Externalinterface

interface Internal RM
extends | nternal GM Li st ener
{

}

bool ean updG oup(ReplicaData rd)

(b) Internalinterface

Figure 4. ReplicationManagementnterfaces

The ReplicabData amument passed to the
cr eat eG oup methodcontaingnformationrequiredby
the executiondaemonto createa replicainstance.In
addition, it includesinformationaboutreplicationand
recovery style, initial and minimal redundanyg for the
group. This informationis storedin the RM andwill
be usedby the recovery service,as discussedurther
in Section3.4. The replication style parametemwill
include both active and passve replication, however,
the current implementation only supports active
replication.

3.2 ReplicaDistrib ution Scheme

Figure5 onpageb shavs anexamplesystenmconfig-
uration. Thereplicasare uniformly distributed on the
hostsand domainsin sucha way that failurescanbe
toleratedn mostsituations.

To facilitate suchreplicaplacementsa replicadis-
tribution schemenustbeimplementediccordingo the
interfaceshavn in Figure6. Thereplicationmanager

interface DistributionSchene

String[] getHosts(ReplicaData rd)

Figure 6. Distribution Schemelnterface

usesthis interfaceto geta setof hostson which it can
allocatereplicas,basedon the specifiedredundancyn
the Repl i caDat a parameter This enableausto create
redundanbbjectsaccordingto applicationspecificre-
guirementson a perobjectgroupbasisandalsoto dy-
namicallychangeheredundang of agroupasneeded.

Sincethe RM usesthisinterface,it enableeasyre-
placemenbf the replicadistribution schemethuspro-
viding differentimplementationaccordingo theneed
of a system.For instanceaload monitoringbasedlis-
tribution schemecouldassigrreplicasto thehostswith
lowestsystemload.

Our current distribution schemeimplementation
takesadifferentapproachWe only keeptrackof avail-
ablehostsandalsothe numberof replicasassignedo
eachhost. Replicasof the sametype will be placed
on separatealomainsif enoughdomainsare available
for the specifiedredundanyg. Thisis to increaseavail-
ability in the event of network partitioning. Note that
we assumehatapplicationreplicascandelivertheser
vice continuouslyin multiple partitions,and that any
statedivergencecanbe resohedthrougha statememg-
ing protocol, possibly supportedby the Jgroup State
Merging Service[4].

Althoughtheinitial distribution schemds basedon
the static contentof the systemconfigurationfile pre-
sentedin Section2.2, the internal tablesare updated
dynamically accordingto changesin the distributed
system. In fact, for eachinvocationof the get Host s
methodwe checkif theselectedostsareavailable,and
find alternatve hostsif any hostshave becomeunavail-
able, beforereturningthe list to the replicationman-
ager Thelist of selectechostswill be disjoint, thusif
thetotalnumberof hostsavailableis below therequired
threshold we cannotsatisfytherequestededundany.
If thespecifiedredundang cannotbe satisfiedor if all
hostshave becomeunavailable,anexceptionis thrown.

This strateyy leavesonly a smallinterval 6 during
which the replication managemight fail to createa
replica,dueto an unavailablehost. If replicacreation
failed on one or more of the selectedhosts,the sys-
temtableswill be updatedoy markingthe unavailable
hosts. Oncethe systemtableshave beenupdatedwe
reirvoke the get Host s methodwith the remainingre-
dundang.
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Figure 5. Examplesystentonfiguationwith replicasR 4(3), Rg(2), Rc(3) and RM (2), where thenumber
in parenthesislenoteghe numberof replicas. Ry denotegheit” replicaof type A.

3.3 Correlator

Thecorrelatorcollectsview change$rom all groups
allocatedoy thereplicationmanageandanalyzeghese
to determinewhathappenedn the system. It updates
theinternalgrouptableswith this information,andin-
vokesthe recovery service,which will attemptto rec-
tify theconsequencef thefailure.

In the currentdesign(asillustratedin Figure 7 on
page6) we have placedthe correlatorfunctionin the
replication manager This solution works well for a
smallnumberof failures howeverit doesnotscalevery
well, sincethereplicationmanagemwill potentiallyre-
ceive a lot of view changesfor instancewhena net-
work partitioningoccursin a systemwith alargenum-
ber of groupsconfiguredwith replicasin separatelo-
mains. This will causea burst of view changego be
forwardedto the replicationmanager(or correlator),
andit maybecomeabottleneckandthusincreaseshe
recoverytime.

In orderto reducethe numberof view changeghat
needdo bepropagatedo the correlator thereplication
layercanbeusedto determinghereplicathatwill for-
ward the view changeto the correlator For instance,
thefirst memberof theview maybetheonly replicato
forwardits view changeto the correlator This canbe
achieved without any agreemenprotocol, sinceeach
groupmembethave alreadyagreedo the currentview.

3.4 Recovery Sewvice

Therecovery servicewill beinvoked by the corre-
lator whenrequired. It will examinethe grouptables
to determinetype of recovery thatis requiredfor the
affected groupsand will invoke the correctrecovery
style. Thatis, eachgroup canspecify one of several
recovery stylesto beusedbasecdbn applicationspecific
requirements.

Our current design only supportstwo recovery
styles, but new recovery stylesare easyto add. The
primaryrecovery stylewill try to maintaina minimum

redundang level in eachpatrtition. If no replicasare
availablein a given partition we do not createa new
onewithin that partition, sinceno stateinformationis
available for statetransfer Also, in the eventthat a
large numberof partitions occur, the group may be-
comecloggedwith a large numberof replicasupona
merge. The latter choiceis of courseapplicationspe-
cific, andalternatve recovery stratggiesmaybe used.

Let {Ei, Ri, RLi) denotea setof entitiesexecuting
onhosti. Figure7 shawvs asequencehart,illustrating
the initial creationof two replicason hosts1 and 2.
Whenhost1 crashesasindicatedby the x symbol,a
vi ewChange (view [) is propagatedo the RM. This
causeshereplicationmanageto createa replacement
replicaon host3.

Although both the recovery serviceand correlator
areat work herethey arenot shawvn in the figure. The
vi enChange message®ccursas a consequencef a
vi enChange from the PGMS, asindicatedby the view
identifiersin thecircles. Initially, hostsl and?2 belong
to theview [, andafterthefailure andrecovery, hosts
2 and3 belongto view 0. View 0 is anintermediate
view with host2 only.

4 Conclusionsand Futur e Work

The autonomousreplication managemenframe-
work presentedin this paper enablesautomaticde-
ployment of replicatedobjectsin a distributed sys-
tem accordingto the dependabilitypolicies of the ser
vice/systemandto recoverfrom replicafailuresseam-
lessly The replica distribution schemeis easily ex-
changeablggiventhatthedistributionschementerface
is implemented.In addition, it allows recovery strate-
gies,which may be specificto eachgroupin the sys-
tem.

The currentimplementatiorsupportsthe basicfea-
turesof group creation/remwal and alsothe distribu-
tion schemas complete . Thefocusof our currentwork
is onthe correlatorandrecovery service.



MSC ReplicationManagement
ReplicaManager ExecDaemon ExecDaemon ExecDaemon
RM | | El | E2 E3
createReplica _ Replica ReplicationLayer
__>| R1 | | RL1 |
createReplica . Replica ReplicationLayer
initReplica ——>| R2 | | RL2 |
‘/(D initReplica
viewChange 'A/©
- viewChange
viewChange
createReplica _ Replica ReplicationLayer
'_>| R3 | | RL3 |
initReplica
viewChange
B viewChange

Figure 7. Sequencehart depictingreplicarecovery
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